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MIC1

Mobile Service Lebanon

The Lebanese Republic

Mobile Interim Company 1 sal

Alfa is the brand name owned by Mobile Interim Company 1
SAL which is managing the first Lebanese mobile network for
the benefit of the Republic of Lebanon / Ministry of
Telecommunications.

Alfa plays a pioneering and pivotal role in the digital
transformation process in Lebanon by leading innovation,
employing technology to serve society, and laying the
foundations of a customer service culture based on digital
sustainability and trust.
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1.1 Contract Summary

Bl e yaltla 11

Procuring Entity
Name

Mobile Interim Company 1 sal

Procuring Entity
Address

Parallel Towers, block A, Barbar
Aboujaode street,Dekwaneh, Beirut
Lebanon

Registration

Jodb 1 aasS i) dibse

&y s Agad) pu

cAJ\)Sﬂ\ cajﬁﬁi )g)g&)hic‘l‘;@d\ cj)judﬁl\)g
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Number and Baabda /72514/ September 4, 2002 2002 U4 4/ 72514/ \amy | Joadill f g B
Date

. Parallel Towers, block A, Barbar ¢l Sall cod ga sy e e HLE of sl ¢ 5,5l Jal) Lablial) o gie
i'ddétrzgger Aboujaoude street,Dekwaneh, Beirut R RRE ) ~uj “;; ) S5l

Lebanon O i

i duablial) g g
Bldlyender S_torage Area Network for JDEIDEH Storage Area Network for JDEIDEH Site &9“3“
Subject Site Bl all/
Contract ) .
Awarding Public Tender e gac Aalilic ol ARy jke
Method:
Type of Contract . . e ol sl e .
awarding: Supplies, Works, Services Gl ¢ Judl ) 6l aa il £ o
Validity of the 6 months as of the final date of . Do el A - N 1o al) dada Saa
Proposal! submission of proposals 25 el el o8 e 81 6 A4 ’
Bid/Tender 3.000 USD 3,000 USD 2 4 ) ¢laa
Security? '
Bid/Tender . .o o Olad 4adla dia
Security Validity | 28 days as of offers end of validity date. ol e elelil &)l e 02 28 3 pall

Period?

Performanfe 10% of the contract value.
Guarantee

Opening Price

(Specific to N/A

Public Bid)

Award Criteria:

Best technical and commercial
proposal

Location for
Obtaining
Bid/Tender
documents

MIC1 Website, PPA Platform

Location for

Parallel Towers, block A, Barbar

el dad 00 %10

LAWY cpn Jlasa

wald) ct'ﬁé?! S
(a panl) 5 3ally

Qe Lits JumdY) m jall sla )
I THE I P - . . Jﬁ-\e}&u\d&
'?L’d‘ c\)aﬂ\ A dala ,gf\j)ﬂ‘)(\ 4S)JJ\ s bjﬂ‘
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1ISO 39001:2012 for Road Traffic Safety Management

Submitting Bids Aboujaode street, Dekwaneh, Beirut ol «Cgym
Lebanon
Location for Bid | Parallel Towers, block A, Barbar (3 Sall o3 san sal g HLE o aall ¢ 35515 Ay . ..
/tender Aboujaode street, Dekwaneh, Beirut Sl o Rl anlli (lSa
. ol ¢Sy
Evaluation Lebanon
Execution Period | 6 months el 6 L34 5aa
Contract .o
Aal) dlac
Currency USD USD )
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i G2dy O -
- 50% down payment. ;. . . ";’; M.h OA’SO
- 40% upon delivery, Installation and G sall J il 5 S Sl paladl) i 940 -
Provisional Acceptance (PAC,) 45 Bl 230 (e g 45 22 «(PAC)
days from invoice receipt. 4o la 345 2 (FAC) il J sl vie 9410 - Lo
anment of 5 - 10% upon Final acceptance (FAC), o 4 ) el yﬂ » 0._ 5i8et) dad X
ontract Value R - 25y gilall 23l
45 days from invoice receipt.
All payments should be done cash in e Al 3 5l Tass cladall liélseﬁoig;,!
LBP at market rate on payment date G 5 b 3l
.G (=22 a1
1 Article 22 of the Public Procurement Law g3 =34 a2
2 Article 34 of the Public Procurement Law g.UB (=34 53
8 Article 34 of the Public Procurement Law g.UG3 (=35 24
4 Article 35 of the Public Procurement Law g.UG3 e 37 25
5 Article 37 of the Public Procurement Law
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Section 1
Special Provisions for Bid Submission and Contract
Awarding
Article 1: Identification of the Contract and its Subject

1- MIC1 issues, in accordance with the provisions of the
Public Procurement Law, by means of a sealed
envelope, a tender for the contract awarding of
Storage Area Network (SAN) for JDEIDEH Site in
accordance with this Tender document and its
appendices, all of which are considered an integral
part thereof.

2- In the event of any conflict between the provisions of
this Tender document and the provisions of the Public
Procurement Law, the provisions of the Public
Procurement Law shall apply.

3- The contract awarding shall be published on the
central electronic platform of the Public Procurement
Authority and on the specific website of MIC1
(https://iwww.alfa.com.lb/en/businessopportunity),
and through any means determined by the Procuring
Entity.

4-  Appendices to the Tender document

- Appendix 1: Compliance and Scoring Sheets

- Appendix 2: Declaration/Undertaking document

- Appendix 3: Integrity Declaration

- Appendix 4: Bid Security Letter

- Appendix 5: Non-Disclosure Agreement

- Appendix 6: Supplier Compliance Form

5- This Tender document can be accessed, and a copy
thereof can be obtained through the central electronic
platform of the Public Procurement Authority.

6- The provisions of the Public Procurement Law and
other applicable regulations apply to this Bid/Tender
document.

Article 2: Bidders Eligible for Participation in_this
Contract

Bidders are hereby invited to submit their best and final

offers for the supply, installation and implementation of a

Storage Area Network (SAN) for Jdeideh Site to MIC1

who is managing one of the two national GSM network for

the benefit of the Republic of Lebanon.

Bidders must be certified to sell, implement, and support

Storage Area Network systems on the Lebanese territory

and must hold Titanium, Platinum or Gold partnership

Ref: MIC1/RFT/CFO-PRO/1016-24
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with SAN vendors and qualifications in servers, storage,
networking and implementation services.

Bidders must also have entered into a non-disclosure or
confidentiality agreement with MIC1 and have received
an invitation letter from MIC1 to participate in the RFT.

Article 3: Method of Contract Awarding
1. The contract awarding is conducted through a public
tender based on the best technical and commercial
scoring.

2. The provisional award is given to the bidder accepted
administratively and technically, who has submitted
the best total price for the contract.

3. |If prices are equal among bidders (in any group) after
giving the 10% preference to Lebanese goods
according to Article (15) here below, the tender is re-
conducted through sealed envelopes among the
bidders themselves in the same session. If they
refuse to submit new quotations or if their prices
remain equal, the winning bidder is determined by
drawing lots among the bidders with equal offers.

It is worth mentioning that the terms and conditions
outlined in Appendix 1 take precedence over any
discrepancies within this document.

Article 4: Conditions for the Participation of the
Eligible Bidders

1- Bidders shall meet the following conditions, declared
in accordance with the required documents in the
First section of this Article mentioned below as (First:
Envelope No. (1) Administrative Documents and
Transactions):

That there is no proven violation, by the bidders, of
professional ethics generally accepted and
stipulated in the relevant provisions, if any;

That they have the legal capacity to enter into the
procurement contract;

That they have fulfilled their obligations to pay taxes
and social security contributions;

That they have not been convicted, neither their
directors nor employees involved with the
procurement process, by a court decision of any
criminal offence - even if the verdict can still be
appealed - related to their professional conduct or
the making of false statements or
misrepresentations as to their qualifications to enter
into a procurement contract, or corrupting a public
procurement or a contract awarding process, or

Ref: MIC1/RFT/CFO-PRO/1016-24
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have not been otherwise disqualified pursuant to
administrative suspension or debarment
proceedings, or have been in a situation of exclusion
from participation in public procurements;

That they are not the subject of legal proceedings for
insolvency or bankruptcy, or were declared bankrupt
by a court of law;

That they have not been convicted by a court
decision - even if the verdict can still be appealed -
of usury or money laundering;

That they have not participated in the decision-
making process of the contracting authority or have
any conflict of interest, or any material interest
linking them to any of the decision makers;

Any other conditions set forth by the contracting
authority in the tender documents that are
commensurate with the required works;

i- Certificate from the Ministry of Economy proving
compliance with the provisions of the Law on
Boycott of Israel (added by Law No. 309, dated April
19, 2023).

Declaration of the economic beneficiaries
(according to Law No. 309, dated April 19, 2023).

The bid must be submitted clearly and unequivocally
without any deletion, alteration, or modification.

The bidders state in their offer that they have
reviewed this Tender document and its
complementary documents and have obtained a
copy. They accept and undertake to adhere to all the
conditions outlined therein without any reservations
or exceptions. The bidder submits their offer on this
basis and affixes financial stamps worth one million
Lebanese pounds covering all the documents (a
copy of the declaration is attached to this document).

Any bid containing reservations or exceptions is
rejected.

The bidder mentions in their offer a clear address
and place of residence for prompt communication.

First: Envelope No. (1) Administrative Documents and
Transactions

A- General Conditions:

1- Undertaking Letter (Declaration), according to
the attached form, signed and stamped by the
bidder, this Undertaking includes the bidder's
confirmation of their commitment to the price and
the validity of the offer. A financial stamp of
1,000,000 LBP is affixed.

Ref: MIC1/RFT/CFO-PRO/1016-24
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2- Commercial Circular specifying the authorized
signatory of the bidder and a sample of their

signature.

Legal Authorization: If the offer is signed by
someone other than the person authorized to
sign according to the commercial circular, it must
be notarized by a notary public.

Police Record of the Authorized Signatory or his
“legal representative”, not exceeding three
months from the bid opening date.

Partnership Contract legalized by a notary public
if required.

Registration Certificate before the Directorate of
Value Added Tax, if applicable, or a certificate of
non-registration if not subject to it. In the latter
case, the bidder commits to their bid price even if
they become registered for VAT during the
execution period.

Registration Certificate issued by the Ministry of
Finance — Department of Revenue.

Certificate issued by the Ministry of Finance
proving the bidder's compliance with tax
obligations.

Clearance Certificate from the National Social
Security Fund “comprehensive or valid for
participation in public tenders and bids” valid on
the date of the bid opening session, stating that
the bidder has paid all his subscriptions (the
bidder must be registered before the National
Social Security Fund and any statement
mentioning the phrase “unregistered institution”
will be rejected).

10

Certificate issued by the Municipality, proving full
payment of municipal fees by the bidder, issued
by the municipality within its jurisdiction based on
the commercial registration certificate.

11- Comprehensive Certificate issued by the
Commercial Register showing founders,
members, contributors, or partners, authorized
signatories, the manager, capital, the bidder's
activity, and ongoing liabilities.

12- Certificate issued by the relevant authorities
proving that the bidder is not in a state of
bankruptcy.

13- Certificate issued by the relevant authorities
proving that the bidder is not in a state of judicial
liquidation.

Ref: MIC1/RFT/CFO-PRO/1016-24
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14- Bid security as required in the specific Tender
document of the procurement project, in
accordance with Articles 34 and 36 of the Public
Procurement Law.

15

Declaration from the Bidder identifying the
economic beneficiary/beneficiaries according to
Form M18 issued by the Ministry of Finance (any
natural person who owns or effectively controls
the ultimate outcome of the activity practiced by
the bidder, either directly or indirectly, whether
the bidder is a natural person or a legal entity.)

16

Copies of Identification Cards (ID/Passport) for
the economic beneficiary/beneficiaries.

17

Copies of Identification Cards (ID/Passport) for
each person representing the bidder (those
acting on behalf of the bidder in their relationship
with the contracting authority: legal
representative, representative of the legal entity,
or authorized signatory).

18- Integrity Declaration Document signed by the
bidder in accordance with the prescribed format
(attached herewith).

Special Conditions Regarding the Subject of the
Contract:

1- Technical/Professional Qualifications

1- Certificate from the Chamber of Commerce,
Industry, and Agriculture confirming that the bidder
is engaged in the activities related to the subject of
the contract, valid as of the date of the bidding
session and valid for participation in public tenders.

2- 1SO certificate.

3- Certificate of good execution and completion for
similar projects in terms of size and type.

4- Technical proposal according to the required
specifications.

C- Incase of the participation of aforeign bidder, the

bidder must comply with one of the following
conditions:

is part of a coalition that includes at least one
Lebanese company that meets the conditions
required by the specific Tender document of the
procurement project.

The personal presence of the legal representative of
the company to participate in the procurement
proceedings.

Has an authorized agent or representative in
Lebanon responsible for signing the contract on its
behalf.

In addition to the above conditions, the foreign bidder
must submit the following:

Ref: MIC1/RFT/CFO-PRO/1016-24
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MIC1

Mobile Service Lebanon

Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site

1- Certificate registration of the company or certificate of
establishment issued by the relevant authorities in
their country.

2- Certificate from the Lebanese Ministry of Economy
and Trade confirming compliance with the provisions
of the Law on Israel Boycott.

3- The required certificates according to paragraph

(First) above, according to the laws of the country
where the bidder is located, provided that these
certificates are authenticated according to the
regulations of the competent authorities.

For certificates issued without an expiration date, the
validity date of each certificate is determined
according to its nature, not exceeding six months
from the date of the bid opening session.

D- A cover letter, in 2 copies, addressed to MIC1
showing the Bidder’s interest in submitting the offer
to the RFT (where the name of project as mentioned
in this RFT is explicitly mentioned) duly signed and
stamped by the authorized representative and listing
the documents enclosed whether in hard or soft copy.
The cover letter should also mention the names of
partners (if any) that are participating under the
umbrella of the company in question. The cover letter,
however, should confirm that, in case selected,
bidder commit to deliver according to the complete
compliance matrix submitted as part of the technical
response on the CD.
3 labeled CDs with:
1. The executive summary and the complete
technical offer to RFT in WinWord.
2. The complete version of the filled compliance
matrix in MS Excel and in PDF format with
company logo (no need for a hard copy).
Unpriced BoM in MS Excel.
Supporting technical documentation in WinWord
or PDF format.
A signed copy of the enclosed contract draft as proof
of approval on the terms & conditions. The selected
bidder shall sign the contract within 15 days after
tender award, otherwise he will be excluded from the
tender and MIC1 shall retain the bid bond.
The technical submission should be limited to the
cover letters (2 copies) and the sheet special terms
(3 copies) within the attached document named
“Compliance matrix”.
A Bid Bond amounting 3,000 USD from the
participating bidders’ bank to MIC1 is requested. This
bid bond is ruled by article 34 of the Public
Procurement Law dated July 19th, 2021 and is
considered as a major condition for the compliance to
this Tender document and selection criteria.

3.
4.

Ref: MIC1/RFT/CFO-PRO/1016-24

Al ol s Del (V) Bl Casas Lslladll claliy) -3
Wiy dBaae claldY) o3 ()6 of e cpamylall 4 ang 3

il L go iy ¥ Of Ao ginub Uy 5004 JS dadlua uli dind
Gl G yai ) I duilly iy ag pal) lad duads o)l (1o
Al alaia) miagy MICT () daga ¢ Ofidad (0 il qlbad —2
2553 o LaS £g piall puad S3 Ty Eun) AuBliall ) (2l aaaiy
Jiaall U8 (0 Jpua¥) s agidag aBsa (puidly IS dualliall i
s of degalae di CuilS ol g A8 5al) Caieaal) 1)) 2a Aalnal)
(5239 )+l pland Load Cipill qillad €4y of g . Aaig )
Ula Bl Gt Gl 3 of G - Adinal) AA Allae il
ALl Jney) Abghaal Wby addedlls Gajlall a3l cpylidl

CD. Ao 4:al dusa¥) (e gas dasiall "compliance matrix”

(e g5iai CDs 3 -
WinWord ot RFT 3 Jalsl) a1 (aplly gdatial) padlal) .1
MS Excel galipy saglaall JUiay) ddstaal dlalsl) ddail) .2

(A Al dala ¥) ASA Jlad ae PDF gty

MS Excel 2 Bl i dgal) Hgilé .3
.PDF i WinWord (gauii 4l il aca .4

Lgydll Lo dablgal) Ao Sts 488 al) abal) Bagesa (e daBge i —
Lags 15 DS sl ass o)lid) a3 ) Gajlad) o . alaYl
Ayd Badiagy duabliall (e salaind alaw Wiy AaBliall slu)
.oand gaas MICT

s (0Edad) el olba el il el o s =5
Slowd) iyl ARAS e (s EDE) Lalall gl
.“Compliance matrix”

aage SHLaal Cpaylall @by (10 3,000 USD dases paye plaa —

Cljisall (58 e 34 salall o3 (el Glaa s (MICT )
sl JEOU Gud) Gl oes 2021 sy 19 by il
Y e duailiall

el cigbia 4 ((FOC) duilas Cuils gly fin o lawd (of ST jsas ¥

(ALY Ao il

el (o dapiiagg dedse dasdal] Oftiinal] gran (58 o i

Page 11 of 33

ISO 39001:2012 for Road Traffic Safety Management

150 390012012

207-2017




MIC1

Mobile Service Lebanon

Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site

No prices even Free of Charge (FoC) term shall be
mentioned in the technical offer envelope whatsoever.

All submitted documents should be signed and
stamped by the bidder.

Second: Envelope No. (2) Price Proposal

The bidder shall submit a detailed price which should be
enclosed in a sealed envelope, labeled with the name of
the project and signed by the bidder. The price proposal
must include individual and total prices in USD, written in
both numerals and words, without an alteration, deletion,
modification, or addition not signed for it. The price
includes taxes, fees, and expenses of any kind. If the
winning bidder is subject to value-added tax (VAT), the
bidder should provide a detailed breakdown of the price,
including the value added tax. In case of discrepancy
between numerals and words, the bid will be based on the
amount written in words, and any price not written in full
numerals and words will be rejected.

Envelop 2 is labelled by the “RFT reference - Commercial
Offer & the Bidder ‘s name”, and should include:

A- 2 copies of the Commercial/Financial offer
summary showing the high-level deliverables and
their prices (detailed pricing/BoQ should be
included as soft copy on CD only) duly signed by
the authorized signatory and stamped - in
Hardcopy. Thus, the commercial/financial
submission should be limited to the summary
sheet (2 copies) of the “BoQ”; all remaining sheets
and detailed BoQ should be put on the CD.

B- 2 labeled CDs with the complete price list in MS
Excel Softcopy with formulas and equations
clearly applied along with the filled commercial
sheet — BoQ

The commercial proposal should include the prices
for the requirements set within this RFT along with the
following mandatory requirement:

e 3years free of charge (FOC) support.

e Years 4 and 5to be quoted separately.

Bidders must strictly comply with all the requirements
above mentioned in article 4. Any Bidder which fails
to comply with any of the requirements listed in article
4 above will be immediately disqualified.

£
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MIC1

Mobile Service Lebanon

Article 5: Collective proposals or joint tenders (Article
23 of the Public Procurement Law)

Several suppliers, service providers or contractors who
meet the technical and legal requirements of this Law may
participate in the execution of this procurement project,
provided that they appoint, under a partnership contract or
a joint venture agreement, a lead partner who represents
them jointly and severally, signs on their behalf, and
whose acts shall be binding to them. All partners are jointly
and severally responsible, without exception, towards (the
Procuring Entity) in the implementation of the conditions
stipulated in this Tender document. In this case, specific
documents will be required to be submitted by each
bidder.

Article 6: Requests for clarification (Article 21 of PPL)

The bidder may request a written clarification regarding
the Tender document within (10) ten days from the date of
submission of proposals. (The Procuring Entity) shall
respond within (6) six days prior to the deadline for
submission of proposals. The procuring entity shall,
without identifying the source of the request, communicate
the written clarification to all bidders to which the procuring
entity has provided the bidding documents. The provisions
of Article 21 of the Public Procurement Law apply if the
administration deems it necessary to make amendments
to the Tender document for any reason, whether initiated
by the administration or in response to a clarification
request from one of the bidders. In all matters related to
holding meetings with the bidders, (the Procuring Entity)
may, if necessary, schedule a specific date for potential
bidders to inspect the site.

Article 7: Validity of the Proposal (Article 22 of the
Public Procurement Law)

1. This Tender document determines the validity of the
proposal 6 months as of the final closing date or any
extension of the closed date decided by MIC1.

Any Offer valid for a shorter period may be rejected
by MIC1 at MIC1’s sole discretion.

2. Prior to the expiry of the tenders' validity period, the
Procuring Entity may request bidders to extend the
period for an additional specified period of time. A
bidder may refuse the request without forfeiting its
tender security;

3. Bidders that agree to an extension of the validity

period of their tenders shall extend the period of

effectiveness of bid securities provided by them or
provide new bid securities to cover the extended
validity period of their tenders. A bidder whose bid

security is not extended, or that has not provided a

new bid security is considered to have refused the

request to extend the validity period of his tender.

A bidder may modify or withdraw its tender prior to

the deadline for submission of tenders without

forfeiting its bid security. The modification or notice
of withdrawal is effective when it is received by the

Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site
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MIC1

Mobile Service Lebanon

procuring entity prior to the deadline for submission
of tenders.

5. The validity of the offer shall be extended in the
event that the Complaints Authority orders a
prohibition period of procedures in accordance with
the provisions of Chapter 7 of the Public
Procurement Law, for a period of time equivalent to
the prohibition period. The bidder shall extend his
bid security period accordingly.

Article 8: Bid Security (Article 34 of the Public
Procurement Law)

1. The bid security for this procurement is determined
to be 3,000 USD.

2. The validity of the bid security is determined by
adding (28) twenty-eight days to the validity of the
proposal.

3. The bid security is automatically extended until the
Procuring Entity decides to return it to the bidder.

4. The bid security shall be returned to the winning
bidder upon submitting of a performance guarantee
by this bidder, and to the bidders who were not
awarded the contract within a period of time not
exceeding the date of the contract’s entry into force.

5. In case the supplier did not commit to his offer and
refused to proceed with contract signature or scope
of work execution, within the approved upon validity

period of the offer, the bid bond will be confiscated.

6. If the bid bond was delivered to the bidder, and a
performance bond has been submitted, and in case
of offer cancelation by the bidder within the
approved upon validity period of the offer or after
contract signature or PO issuance, MIC1 has the
right to apply the penalties clause and to seize up to
20% of the performance bond.

Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site
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Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site

Article 9: Performance Guarantee (Article 35 of the

Public Procurement Law)

1.

2.

The amount of the performance guarantee is set to
ten percent of the contract value.

The performance guarantee shall be submitted
within a period not exceeding (15) fifteen days from
the date of signing the contract. In the event of
failure to submit the performance guarantee, the bid
security shall be forfeited.

The performance guarantee remains frozen
throughout the procurement period. Any fines,
violations, delays, or damages caused by the
winning bidder are directly deducted from it without
prior notice until the winning bidder fulfills all
obligations.

The performance guarantee shall be returned to the
winning bidder upon expiration of the procurement
period and the completion of the final acceptance,
which takes place after the administration ensures
that the procurement has been conducted in
accordance with the regulations.

Article 10: Method of Guarantee Payment (Article 36 of

the Public Procurement Law)

The bid security as well as the performance
guarantee are paid either in cash to the Treasury
fund of the contracting authority, MIC1, or by an
irrevocable letter of guarantee (original copy) issued
by a Lebanese bank or any other bank approved by
Banque du Liban, indicating that such security is
payable upon request and presented in the name of
Storage Area Network for JDEIDEH Site for the
benefit of MIC1.

Substituting guarantees with a cash check or a
receipt issued by the Treasury, related to a
guarantee for a previous contract, is not acceptable,
even if it has been decided to return its value.

Article 11: Submission of Bids

1.

The bid shall be placed in two sealed envelopes,
with the first containing the required documents and
transactions specified in paragraph (First) of Article
4 above and the second envelope, as required in
paragraph (Second) of Article 4 above.

Each of the envelopes should be labled as follows:

- Envelop 1: “RFT title RFT reference number-
Technical Offer & the Bidder ‘s name”. This
envelope should enclose the bidder’s
administrative papers as well listed above in
article 4.

- Envelop 2: “RFT title RFT reference number-
Commercial Offer & the Bidder ‘s name”.
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MIC1

Mobile Service Lebanon

Strictly confidential Request for Tender:

Storage Area Network for JDEIDEH Site

2.

The two envelopes specified in paragraph (1) of this
article shall be placed within a unified third envelope
when submitting the sealed bid, addressed to MIC1,
Parallel Towers, Dekwaneh, Beirut, Lebanon. This
third envelope should only mention the contract's
subject. This should be done without any differing
phrases or distinctive markers such as the bidder's
name, status, or address, under the penalty of bid
rejection. The information on the unified envelope
should be computer-printed on white stickers attached
to it when presented to MIC1.

Bids should be sent either by regular or express mail
or delivered in person directly to:

Mobile Interim Company 1

Procurement Department

Attention: Mrs. Dalal Bedrossian

Office: +961 3 391 000 - Fax: +961 3 391 620
Email: dalal.bedrossian@alfamobile.com.Ib
Address:

Parallel Towers, 18th floor, near Freeway Center,
Dekwaneh, Beirut.

P.O.B: 55-534 Sin EI Fil

The deadline for bid submission shall be determined
as per the announcement related to this contract,
published on the central electronic platform of the
General Procurement Authority. (The bidding session
shall be scheduled immediately after the bid reception
period ends).

The Procuring Entity provides the bidder with a receipt
indicating a serial number, along with the date and
time of bid receipt.

The Procuring Entity shall maintain the bid's security,
integrity, and confidentiality, ensuring that its content
is not accessed except after opening it in accordance
with the established procedures.

Any bid received by the Procuring Entity after the
deadline for bid submission will not be opened;
instead, it will be returned sealed to the submitting
bidder.

The bidder is not permitted to submit more than one
bid, under the penalty of rejecting all their bids.
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Strictly confidential

Request for Tender:

Storage Area Network for JDEIDEH Site

Article 12: Opening and Evaluation of Bids

1. Bids shall be opened by the tender committee
specified in Article 100 of the Public Procurement
Law. The committee is responsible for reviewing the
tender file, opening and evaluating bids, and
consequently determining the most suitable offer.
This process takes place in a public session held
immediately after the deadline for bid submission.

2. The chairman of the committee and each of its
members must recuse themselves from their duties
in the mentioned committee in the event of any
situation involving a conflict of interest or the
anticipation of such a conflict, immediately upon
becoming aware of this conflict of interest.

3. The tender committee may seek the assistance of
experts from within or outside the administration to
aid in technical and financial evaluation when
necessary. This decision requires approval from the
competent authority within the Procuring Entity. The
selection of external experts is subject to the
provisions of the Public Procurement Law.

4. Experts are bound by confidentiality and neutrality in
their work. They are not allowed to decide on behalf
of the committee, participate in its deliberations, or
disclose its proceedings publicly. They may be called
upon to provide explanations and clarifications to
relevant parties. Additionally, experts are required to
submit a written report to the committee, which is
mandatory and becomes part of the tender minutes.

5. Incase of disagreement among committee members,
decisions are made by a majority vote, and any
dissenting member must record the reasons for their
objection.

6. All participating bidders or their authorized
representatives, in accordance with the regulations,
and the delegate appointed by the Public
Procurement Authority have the right to attend the bid
opening session.

7. Bids are opened according to

the following

procedure:
1- The outer unified envelope for each bidder is
opened individually, and their name is

announced among the participants in the tender,
following the sequence of serial numbers
recorded on the external envelopes delivered to
the bidders.

2- The envelope “No. (1) - Administrative
Documents and Transactions” (mentioned in the
above Article 4) is opened, the required
documents are sorted, and a preliminary check
is conducted to determine and announce the
names of bidders accepted in form and qualified
to participate in the comparative price
statement.

3- The envelope “No. (2) - Price Proposal” is
opened for the accepted bidders in form, each
individually.  Necessary calculations are
performed, and the total price for each bidder is
recorded, including the value-added tax VAT if
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10.

11.

12.

13.

the bidder is subject to it. This is done in
preparation for the comparison and
announcement of the name of the winning
bidder.

The tender committee corrects any purely
arithmetic errors discovered during the
examination of the submitted bids, in
accordance with the provisions of the Tender
document. The corrections are immediately
communicated to the concerned bidder.

The tender committee, at any stage of the tender
procedures, may request in writing clarifications from
the bidder regarding information related to their
qualifications or their bids to assist the committee in
verifying qualifications or examining and evaluating
the submitted bids.

The proceedings of the bid opening are documented
in writing in a minutes signed by the head and
members of the tender committee. A list of attendees
is prepared, signed by the participants from the
Procuring Entity, the General Procurement Authority,
the bidders and their representatives. This serves as
evidence of their attendance. All information and
documents related to the session's proceedings are
entered into the procurement proceedings register,
as stipulated in Article 9 of the Public Procurement
Law.

requests or permissions to make any substantive
changes to the information related to qualifications or
the submitted bid are prohibited. This includes
changes for the purpose of turning disqualified bidder
into eligible bidder or changes aiming at making an
invalid offer a valid one.

No negotiations can take place between the
Procuring Entity/the tender committee and the bidder
regarding information related to qualifications or the
submitted bids. No changes in the price are allowed
upon requiring a clarification from any bidder.

All correspondence conducted under this article is
recorded in the procurement proceedings register
according to Article 9 of the Public Procurement Law.
If the information or documents provided in the bid
are incomplete or incorrect, or if a specific document
is missing, the tender committee may request in
writing a clarification from the concerned bidder on
their bid or request the submission or completion of
information or relevant documents within a specified
timeframe. All correspondence must be in writing,
respecting the principles of transparency and equality
in treating bidders in written requests for clarification
or completion, while considering the provisions of
paragraph 3 of the second clause of Article 21 of the
Public Procurement Law.
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Article 13: Bidder exclusion

The Procuring Entity excludes the bidder from the tender
procedures due to the bidder offering benefits or having an
unfair competitive advantage or due to a conflict of
interests, as specified in either of the two cases outlined in
Article 8 of the Public Procurement Law.

Article 14: Prohibition of Negotiations with Bidders
(Article 56 of the Public Procurement Law)
Negotiations between the Procuring Entity or the Tender
Committee and any of the bidders regarding the bid
submitted by that bidder are prohibited.

Article 15: Domestic preferences (Article 16 of the
Public Procurement Law)

Contrary to any other provision, proposals containing
goods or services of national origin may be given a ten
(10) percent ratio preference over proposals containing
foreign goods or services. Preference shall be given to
proposal components of national origin.

Article 16: Lifting of Banking Secrecy

Upon submitting the bid, the bidder is compelled to lift
banking secrecy regarding the bank account where any
amount of public funds related to this procurement is
deposited or transferred, pursuant to Council of Ministers
Decision No. 17 dated May 12, 2020.

Article 17: Cancellation of the procurement and/or any
of the procedures thereof

The Procuring Entity may cancel the procurement and/or
any of the procedures thereof at any time prior to the
dispatch of the notice of award to the winning bidder, in
cases specified in Article 25 of the Public Procurement
Law.

Article 18: Regulations related to Abnormally Low
Bids

The Procuring Entity may reject a proposal if it determines
that the price, in combination with other constituent
elements of the proposal, is abnormally low in relation to
the subject matter of the procurement and the total
estimated value thereof. The provisions of Article 27 of the
Public Procurement Law apply in this regard.
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Article 19: Acceptance of the successful tender (or
provisional award) and entry into force of the
procurement contract

1. The Procuring Entity shall accept the successful
proposal in accordance with the provisions of
paragraph (1) of Article 24 of the Public Procurement
Law.

2. After the successful proposal is ascertained, the
procuring entity shall dispatch the notice of award to
the bidder that presented that proposal, and
simultaneously publish its decision to accept the
successful proposal (provisional award) that comes
into force at the end of the standstill period of ten
working days starting with the date of the publication
that shall contain, at a minimum, the following
information:

a- The name and address of the bidder presenting
the successful proposal (winning bidder);

b- The proposal total value or, where the successful
proposal was ascertained on the basis of price
and other criteria, the contract value and a
summary of other specifications and relative
advantages of the successful proposal,

c- The duration of the standstill period in
accordance with this paragraph.

3. Promptly after the expiry of the standstill period, the
procuring entity shall dispatch a notice to the winning
bidder requesting the signature of the contract within
(15) fifteen days.

4. The competent authority in the procuring entity shall
sign the contract within (15) fifteen days from the
signature thereof by the winning bidder. This time
limit can be extended to (30) thirty days in certain
cases specified by the competent authority.

5. The procurement contract shall come into force upon
signing of the contract by the winning bidder and the
competent authority before the contracting authority.

6. Between the time when the notice of provisional
award is dispatched to the bidder concerned and the
entry into force of the procurement contract, neither
the Procuring Entity nor the winning bidder shall take
any action that interferes with the entry into force of
the procurement contract or with the performance
thereof.

7. If the winning bidder fails to sign the contract, the
procuring entity shall forfeit his bid security. In such
event, the Procuring Entity may either cancel the
procurement or decide to select the next successful
proposal from among those remaining in effect, in
accordance with the criteria and procedures set out
in this Law and in the bidding documents. In the latter
case, the provisions of this article shall apply mutatis
mutandis to such proposal.
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Section 2
Special Provisions for the Contract
and its Execution

Article 20: Costs and Stamp Duty

- The contractor bears all stamp duty and fees required
in accordance with the applicable regulations and
laws resulting from this commitment, including the
value-added tax (VAT).

- The contractor shall pay the financial stamp fee of 4
per thousand within five business days as of the date
of notifying him of the contract certification and 4 per
thousand upon payment of the contract value.

Article 21: Execution Period

The execution period is set at 6 months starting from the
date the contractor receiving the notification of the
commitment  certification or given the  work
commencement order.

Article 22: The contract value and the conditions of its
modification (Article 29 of the Public Procurement
Law

1. The allowances agreed upon in the contract shall be
fixed. Any modification and review thereof shall not
be authorized unless such modification and review
are approved during the contract execution, in
accordance with the conditions for amendment and
revision in exceptional cases specified in Article 29
of the Public Procurement Law.

2. The conditions of announcement provided for in
Article 26 of the Public Procurement Law shall be
taken into account upon modification of the contract
value.

Article 23: Contract Execution and Acceptance (Article
32 of the Public Procurement Law)

1. Goods, works and services shall be received by the
acceptance committee referred to in Article 101 of
the Public Procurement Law. The committee shall
submit its report within (30) thirty days, starting from
the date of submitting of the acceptance request by
the contractor.

2. If the nature and size of the project requires more
than (30) thirty days, the committee shall justify the
reasons thereof in writing and make its suggestions
in this regard, provided that the time limit does not in
all cases exceed (60) sixty days starting from the
date of submitting of the acceptance request by the
contractor.

3. Acceptance shall occur in two stages: provisional
and final. It can be done once or in stages, with each
stage covering part of the commitment (adjusted
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according to the nature of the project and the
method of acceptance).

4. The acceptance time limit shall be stipulated in the
terms of the contract.

5. The acceptance shall be made in accordance with
Article 101 of the Public Procurement Law.

Article 24: Subcontracting (Article 30 of the Public
Procurement Law)

1. The main contractor shall personally execute the
contract and shall remain liable to the contracting
authority for the execution of all the terms and
conditions thereof and shall be forbidden from
subcontracting the entire contracting obligations to
other parties. For MIC1, the prime bidder submitting
the tender shall be the sole entity liable for all legal
obligations, bonds, deliverables, and
responsibilities. The prime bidder remains legally
responsible towards MIC1 of the acts of his
subcontractors or any party under his control.

2. The contractor may contract a subcontractor to
execute part of the contract, which shall not exceed
50% of the contract value. Subcontracting the entire
contracting obligations to other parties is strictly
forbidden. The Prime bidder shall submit a report
detailing the portions of the project they intend to
subcontract, and the assigned subcontractors and
their technical response in the submitted technical
offer, without disclosing any pricing information. The
contractor shall seek a prior approval for
subcontracting from the contracting authority, which
shall reach a decision of approval or justified
rejection within a specified deadline of no more than
20 days following the offers technical opening. Once
such period has expired, silence of the contracting
authority shall be considered as an implicit decision
of acceptance. Pricing details shall be provided
exclusively in the commercial envelopes. If after the
commercial evaluation, MIC1 discovers that the
commitment of the bidder was not accurate, the
bidder will be disqualified as per clause 30 following
the commercial opening.

3. The provisions of this tender document shall apply
to the subcontractor.

Article 25: Supervision of the execution and
statements of works (Provisions of Article 31 of the
Public Procurement Law)

First: Supervision:

1. In works contracts, and in other contracts that
require supervising such as services and
manufacturing contracts for the benefit of the
contracting authority, supervision shall be carried
out in conjunction with the execution of the required
works in such a way as to ensure the continuity of
work and achieve the required specifications and the
desired results before the date of provisional
acceptance.
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2. Supervision shall be carried out by the person
designated by the contracting authority from among
those having the competence, experience, and the
ability to conduct periodic follow-ups of works, from
inside the contracting authority, or from outside the
contracting authority, where appropriate. The
supervisor shall then be contracted in accordance
with the provisions of the Public Procurement Law.

3. A supervisor shall submit periodic reports on the
progress of work and the execution thereof and
notify the contracting authority of any violations or
irregularities occurring at the work sites.

4. The supervisor shall come to the work site in a way
to ensure the relevance and the continuity of work,
check statements of works, attend the process of
handing over work sites and the provisional and final
acceptances, provide an opinion regarding the
suggestions of the contractor and the required
modifications to work, offer suggestions as to the
execution of work in a more appropriate manner,
and submit a relevant report to the contracting
authority in order to take the appropriate decision.

5. The supervisor of work shall bear personal
responsibility for any failure to fulfill the obligations
thereof under this Article and shall be subject to the
penalties stipulated in Chapter 8 of the Public
Procurement Law.

Second: Statements of works:
The terms of the contract shall determine:

1. The obligation of submitting statements of all goods,
works and services by the contractor, and the
obligation of validating such statements by the
contracting authority.

2. The maximum time limit within which the contractor
should prepare such statements, and the approval
or modification time limits thereof by the contracting
authority.

3. The maximum time limit within which the payment
order must be issued.

Article 26: Accidents and Responsibilities

- The contractor bears full responsibility for all risks
and accidents that may affect others and employees
under their authority during the execution of the
works. They are also considered responsible for all
damages to the administration's facilities resulting
from and during the execution of the works, and they
must take all measures to prevent them.

- The contractor is responsible for repairing any
damage to the administration's facilities resulting
from the works they carry out.

- In the event of a violation, the administration takes
the necessary actions at the contractor's expense,
and the costs are deducted from the performance
guarantee amount.
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Article 27: Payment of the Contract Value (Article 37 of
the Public Procurement Law)

1. The contract value shall be paid after its execution,
and the accepted currency is the US dollar, provided
that its value is paid in Lebanese pounds according
to the market rate on payment day by virtue of 50%
down payment, 40% upon delivery, Installation and
Provisional Acceptance (PAC) - 45 days from
invoice receipt and 10% upon Final acceptance
(FAC) - 45 days from invoice receipt, submitted by
the contractor for settlement according to the
regulations.

A- The contract terms may specify a payment
method according to the stages of execution or
to deliverables, provided that payments are
proportionate to deliverables, and that they do
not exceed nine-tenths of the amount due. The
tenth shall be withheld in the Treasury until final
acceptance.

B- Such withheld amounts shall be refunded upon
final acceptance if the contract does not specify
a warranty period for the goods, works or
services. The contracting authority may stop
withholding tenths of the due amounts when
the guarantees given are deemed to cover the
remaining parts of the contract, and is entitled
to replace such withheld amounts by a parallel
guarantee.

C- When payments are made in accordance with
the provisions of this paragraph, it shall be
taken into consideration that the necessary
amounts required to pay the advances referred
to in paragraph 3 below.

Article 28: Penalties (Article 38 of the Public
Procurement Law)

The contractor shall comply with the time limits set forth in
the contract, subject to payment of the penalties specified
therein.

Penalties shall necessarily be incurred by the bidder as
soon as the bidder violates the provisions of the contract,
without the need to prove the damages occurred.

A monetary delay penalty is calculated at a rate of 1% of
the contract value for each day of delay in completing the
required work. Each part of a day is considered a full day,
provided that these penalties do not exceed 10% of the
contract value. If the delay penalties exceed the specified
percentage, the provisions of Article 33 of the Public
Procurement Law apply in this regard. In all cases, the
performance guarantee is temporarily seized until the
settlement of the commitment.
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Article 29: Reasons for the termination of the contract ) eyl () gilE pe 33 Balall) Aailiie it eleis) il 129 salal)
and the results thereof (Article 33 of the Public (pledh e G5 ) 4y sl b

Procurement Law) Josil) ¥ of
sy 13 Jagpal jida oISl of saall i dag b Calla 13 SIS kel

First. Debarment R ] e ) ]
The bidder shall be considered to be debarred if they | cea ¢lldg cailaall Aol U8 e ailiange A8lS S0 Cgng biensy o)l
violate the terms of the contract or the provisions of the | .., 3 1aS Lo wie daede ) 35S AU deed - | A

Tender document, and after a warning to comply with all : f ‘e ’ )}3 > " @32 e ] O oS e
obligations had been formally sent thereto by the | Fwd OSU a5kl i) 13l .ad) calla Las a5lall agty ol (90 o20 dlgall
contracting authority, within a (5) five to (15) fifteen days’ . . e it i . Lx .
time limit, and if such time limit expires without compliance | < lele Gagaidl Slebay) Geliiy )] Gl ) Aaladl (5 LS 22l
by the bidder. Debarment of the bidder shall be considered caladl ehyil) il (e 33 salll (e Aaal)l) 858dl) (e (\}j) )
a reason for breach of contract without notice, and the
debarment provisions stipulated in paragraph 1 of section
“Fourth” of article 33 of the Public Procurement Law shall

apply.

el Wl
Second: Termination et . L et . Lot . L
4. The contract shall be terminated without notice in ol Gallad) 8 ijl f—s\ ‘Qlf\*g\ 05 WS> all i -3
any of the two following cases: o 8laal) Aabes cailg 130 Y] clads Ladd 0I€13) a5kl slag xie
A- Upon the death of the bidder if they are a natural e b
person, unless the contracting authority accepts Al J8 e il Aalge ¢
tho pongnue ;he execution of the contract by the el Baie @iy (A, dj;ji fx o Luali azlall C_:Mi 13—
eirs thereof.
B- If the bidder becomes bankrupt or insolvent, or | O3 (e 33 salal) e calyll 2l (e 4001 53l 8 Lo (agaidl)
if the company is dissolved, in which case the L) ol
provisions of paragraph 2 of section “Fourth” of ) ) Al
article 33 of the Public Procurement Law shall | 4la5l) (e (5L abdll ailedl o j3a5 13) 282l) olgd) Slail) dabil jean =4
apply.
5. The contracting authority may terminate the contract
if the bidder fails to perform any of its contractual
obligations as a result of the force majeure.

5yl 3gall datiny Aaalanl)

Gedl) A

Third: Breach of contract I VY e (ol b I Gl I Aslad) 00 T shall ey —1
1- Shall be considered reasons for breach of contract ) ? T e B}
without notice the following cases: Sladll Qe e as ) QL Algd A8 ARl B Jia 1)) -

A- If the contractor is sentenced by a court of law s N T T £ T
for any crime of corruption, collusion, fraud, S s o) dlsed) G 5 sl ) JuaaY) ) sl )
money laundering, terrorist financing, conflict of | ¢lsall Ty ¢ aay) QoY) 5 55 sf mllasd) oyl
interest, forgery, or fraudulent bankruptcy, in ) )

accordance with applicable laws. tela¥) L el

B- If any of t_he cases referred to in Article 8 of this sl 138 cpe 8 Balad) 3 8ysShall VA (pe Alla (ol cithas 1Y)~
Law applies. - P ]

C- Ifthe contractor loses the legal capacity thereof. ekl ddal lads Jls & 2

2-  Ifany of the reasons stipulated in paragraph 1 of this | .y (o, G sl 8 51l Gyl st saall 2d 13—
section leads to a breach of contract, provisions of | <* ~* On (ol BRI (8 pSiall ) Y Sl e 1Y) 2

paragraph 1 of section “Fourth” of this article shall | s3a (0 &)l 2l (1 Se¥) 8yl & e Gapaidl @lelny)
apply.
LBalad)

Fourth: Results of the termination of the contract ) . -
1. If any of the cases of debarment or breach specified tial) olg) il : e,
in Article 33 of the Public Procurement Law is " e Lo i . B, :

: . 30 33 salall L sadaall gl ol JoSll eV aa) Guks Jla b1
applied, or in case of the contractor's bankruptcy, o ) > ‘="A‘ > &l s d}ﬂ = Lsh“ ki s
insolvency, or death and failure to continue the & 3l eolue) ol agilell () Ala cagess s B ) alall oyl 508
execution of the contract by the heirs thereof, the ot T T & a1 s
provisions of section “Fourth” of Article 33 of the | @ (Y S chysh s Al U G )] Anlie ooy pilal) sy Jls

Public Procurement Law shall immediately apply, calall ehyall sl (e 33 sall) (g iy Byl SSaT AT
contrary to any other provisions.
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2. No compensation shall be due for the services
provided or the works executed by any person
convicted for any of the crimes stipulated in
subparagraph “a” of paragraph 1 of section “Third”
of Article 33 of the Public Procurement Law.

3. The decision of the termination of the contract and
the reasons thereof shall be published on the
contracting authority website, if any, and the central
electronic platform of the Public Procurement
Authority.

Article 30: Deduction from a security (Article 39 of the
Public Procurement Law)

If, during the execution, the contractor becomes liable for
a certain amount, in accordance with the provisions of the
terms of the contract, the contracting authority shall have
the right to deduct such amount from the performance
guarantee and require the bidder to compensate it within
a specified period. Failure to compensate shall lead to the
debarment of the contractor, in accordance with the
provisions of section “First” of Article 33 of the Public
Procurement Law.

Article 31: Exclusion (Article 40 of the Public
Procurement Law)

The exclusion provisions apply to the contractor
considered in default or against whom a judicial judgment
is issued according to the provisions of Article 40 of the
Public Procurement Law.

Article 32: Force Majeure

If exceptional circumstances beyond the control of the
contractor prevent delivery within the specified period, the
contractor must immediately present them in writing to the
(relevant administration). The administration alone has the
right to assess the circumstances for acceptance or
rejection, and the contractor must comply with its decision
in this matter.

Article 33: Integrity

The provisions of Article 110 of the Public Procurement
Law apply.

Article 34: Complaints and Objections

Every party with standing and interest, including the Public
Procurement Authority, has the right to object to any
explicit or implicit action or decision taken, adopted, or
applied by any of the procurement entities in the stage
preceding the contract's effectiveness, and which violates
the provisions of the Public Procurement Law and the
general principles related to public procurement. The
provisions of Chapter Seven of the Public Procurement
Law apply in this regard, and the objection procedures
specified by the State Council shall be followed until the
establishment of the Appeals Authority as stipulated in the
Public Procurement Law.
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Article 35: Competent Judiciary

The Lebanese judiciary alone is the competent authority
to consider any dispute that may arise between the
administration and the contractor due to the execution of
this contract.

Article 36: Health, Safety and Environmental
Specifications

To ensure that the proposed products and services
bidders are compliant with HSE culture, bidders should
state basic HSE specifications and compliance
information:

e Bidder shall provide the product’s specifications
that have an environmental impact (power
consumption, gas emissions, efc...)

e Bidder shall provide the product specifications
that contribute into preserving the environment
(made of recycled material, ozone friendly, low
volatile organic compounds, etc...)

e Bidder shall provide the product’s specifications
that contribute towards the health and safety of
the users (ergonomic design, safety features, etc)

e Bidder shall state the safety measures being
followed by personnel performing the work on
Alfa’s sites (1ISO45001 certification, specific best
practices, etc...).

e Bidder shall provide the product’s life cycle data if
available.
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Article 37: Information Security Specifications
For (K) marks, these highlight Killer Points)

e The Bidder shall commit to refrain from offering
any product / equipment which can cause security
threat or information leakage that jeopardizes
MIC1 network security. (K)

e The Bidder shall accept that MIC1 runs a
vulnerability scan on the proposed solution prior
to issuing the acceptance and in case any
vulnerability is found, the Bidder undertakes to
take the necessary actions to remedy such
vulnerability within 15 days from its notification.
(K)

e The Bidder shall mention the security standards
adopted/followed in designing the proposed
solution.

e The Bidder should specify if it has acquired the
1ISO27001 certification or any other equivalent
security certification and submit with the Offer a
copy of such certificate.

e The Bidder shall not hard code passwords in the

proposed solution. (K)

e The provided application should run without the
need of root (unix) and / or admin (win) privileges.

e Source code of proposed application should be
owned by MICL1.

e System shall allow generation of user, operator as
well as alarms logs. (K)

e Solution and storage shall be sized to host history
logs for at least 1 year back.

e The Bidder should submit a data flow diagram and
schema of the solution architecture.

¢ In case of online payment, the Bidder shall use
encryption. (K)

e The Bidder shall harden systems servers / storage
before being published online, and describe
hardening aspects applied on each type.

e The Bidder shall describe security checking and
audits performed on the designed solution prior to
putting it on the market.

e The Bidder shall change default errors / messages
and configuration.

e Application should support role-based access,
specific privileges per user (i.e specific access to
application modules and reports)

e Database should support restricted access per
user or groups to data (i.e access per field or per
table, ...)
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Encryption shall be used in all communications /
interactions between systems, especially if the
communication is through web access. Web
based access shall always be used through
HTTP+SSL. (K)

Each user shall have only one account / profile to
access data.

Least-privileges should always be specified on
nodes / applications.

Pseudocode flow chart shall be provided by the
Bidders.

The Bidder should commit to improve solution /
systems information security weaknesses
whenever needed or highlighted by MIC1
information security team. (K)
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Appendices
Appendix (1) (1) a2 @alal
Technical Specifications / Contractor's Duties / Sl [ Liglhal) JlaeHl ol [ ajilall cilialy [ 46dl) ciliaalgall
Statement of Required. Work / Arggs to be Cleaned / laasl | i) | Leh oyl
Categories / Quantities .
For participation in the tender (Storage Area Network for Storage Area Network for JDEIDEH ) au3li (8 <)adnd
JDEIDEH Site) (Site
Appendix (2) (2) oy Galal
Declaration / Undertaking 1gal [ upal
For participation in the tender (Storage Area Network for Storage Area Network for JDEIDEH ) asl g_a, dad
JDEIDEH Site) (Site
I, the undersigned ..o s | sl adsall uf
acting on behalf of the establishmenticompany |
PR b e
............................. , District .......ccceeeeviievneennn.,  Street
.........................  PIOPEIMY ey | e Al e I 2300
Phone number , Office | dahia
.......................... yFax N S P RN
e e Galgd ) e el
| acknowledge that | have reviewed the Tender Document | OSB eieieieei e

containing the undertaking, special administrative and
technical conditions for participating in this tender, which |
have received a copy of.

| hereby declare that, after reviewing these documents,
which cannot be ignored under any circumstances, and
the details of the required work, | undertake to accept all
the conditions stated therein and for the duration of the
offer validity specified under Article ... of this Tender
Document, and to abide by and fully implement them
without any reservation or objection.

| further declare that | have submitted this commitment to
participate in the following categories/groups:

| also declare that | have set the prices and accepted the
provisions listed in this Tender Document, taking into
account all the tender conditions and the challenges of its
implementation if any.

Lastly, | undertake to lift the banking secrecy from the bank
account in which any amount of public money is deposited
or transferred to, for the benefit of the administration in
every contract of any kind that involves public funds.

Date
Seal and Signature of the Bidder

Stamps of 1,000,000 LBP
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| Lebanese Pounds |

Appendix (3)
Integrity Declaration?

Tender Title:

Contracting Party:

Bidder's Name / Authorized Signatory on Behalf of the

Company:

Company Name:

4,

We, the undersigned, affirm the following:

Neither we, nor our employees, partners, agents,
contributors, consultants, or their relatives have
relationships that may lead to a conflict of interest in
the subject of this contract.

We shall inform the Public Procurement Authority
and the contracting party in case of any conflict of
interest occurrence or discovery.

Neither we nor any of our employees, partners,
agents, contributors, consultants, or their relatives
have engaged in fraudulent, corrupt, coercive, or
obstructive practices regarding our bid or proposal.
Neither we, nor our partners, agents, contributors,
consultants, or their relatives, have offered any
payments to employees, partners, or individuals
participating in the procurement on behalf of the
contracting party or anyone else.

In case of a breach of this declaration and
undertaking, we acknowledge that we will be
disqualified from participating in any public
procurement, regardless of its subject. We accept in
advance any measure of exclusion taken against us
and we pledge of our full will not to dispute it.

Any false information exposes us to legal action by the
competent authorities.

Date:

Seal and Signature

1 This declaration shall be attached to the bid.
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Appendix (4)
Bid Security Letter

Bank: ...,
To (Name of the Procuring Entity)

Subject: Bid Security Letter for the amount of / /
only, based on the order of Mr.

For participation in (Tender Title)

We hereby declare that Bank............................. ,

locatedat.................... , represented by the undersigned
ME. e , acting on its
behalf in his capacity as
.................................................. , and based on the
order of Mr. .. (or
MESSIS. it or Company
.................................... ),

personally and irrevocably undertakes to pay immediately,
without any condition, any amount you request, up to the
limit of (specify the amount and currency in numerals and
words), in cash upon your first request by a written and
signed letter from you, without any obligation to provide
reasons for this claim.

Accordingly, our bank expressly acknowledges that this
Bid Security Letter is self-contained and entirely
independent of any relationship or contract between you
and  Mr. (or  Messrs.
or Company
................................... ) and that our bank does not
have the right, under any circumstances or at any time, to
refuse or delay the payment of any amount you request
based on this Bid Security Letter. Our bank also waives in
advance any right to discuss or object to the payment
request issued by you or any official on your behalf, or
even to accept any objection that may be issued by Mr.

............................................... (or Messrs.
..................................................... or Company
.................................. ) or others regarding the
payment of the amount to you as per your request.

This Bid Security Letter remains valid until

........................... , and at the end of this period, it
automatically renews until you return it to us or inform us
of our exemption from it.

Any amount paid by our bank based on this Bid Security
Letter at your request reduces the maximum amount
specified therein by the same amount.
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This Bid Security is subject to Lebanese laws and the
jurisdiction of the competent courts in Lebanon.

In witness whereof, we establish our domicile at our
institution's headquarters in

Capacity:
Name:

Signature:
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